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Welcome
Even before the year began we knew that 2020 was going to be rough for security teams and vulnerability managers. In January
2020, Risk Based Security published an article warning organizations about the upcoming “Vulnerability Fujiwhara”, a term we
adopted for the collision of patch releases from Oracle, Microsoft, and other major vendors on the same day. At the time of
publication, we worried that organizations would be overwhelmed by the deluge of vulnerabilities sure to come.
However, we had no idea that there was a global pandemic on the horizon and as we all know, the world is still recovering.
Towards the end of Q1 2020 we observed a huge disruption in the vulnerability landscape, where the number of reported
vulnerabilities fell dramatically. Although COVID-19 was the likely culprit, we have been waiting for enough data to accurately
assess the pandemic’s effect on the vulnerability landscape.
Starting in Q2, 2020 has been “The Great Catch-up” for vulnerabilities, as the numbers of vulnerabilities disclosed began to
normalize. That isn’t necessarily great news for organizations’ IT security teams and vulnerability programs, however. With the
average number of vulnerabilities being published by VulnDB in 2020 reaching almost 70 per day, peaking at a high of 384 in a
single day, the Vulnerability Fujiwhara, combined with the increasing volume of routine Patch Tuesday events, has made
patching and remediation a Sisyphean task. With 2020 coming to an end, we can finally take an analytical look into what
organizations have faced during this incomparable year.
The 2020 Year End Vulnerability QuickView Report covers vulnerabilities disclosed between January 1, 2020 and December 31,
2020. We hope you find the report an interesting and valuable read.

Key Highlights
•

Risk Based Security’s VulnDB® team aggregated 23,269 vulnerabilities that were disclosed during 2020.

•

Risk Based Security has historically aggregated over 80,000 vulnerabilities that are not found in the CVE/NVD database.

•

Despite the initial disruption in Q1 2020 from COVID-19, vulnerability disclosures have returned to expected rates and
the total number of vulnerabilities in 2020 is on track to exceed 2019’s total. In Q1 2020, when comparing vulnerability
disclosures to the same period last year, there was a sharp decrease of 19.2%. Now, that gap for the entire year has
closed to 0.98%.

•

The three Vulnerability Fujiwhara events, when patches from Microsoft, Oracle, and other major vendors were released
on the same day, accounted for around 7% of all disclosed vulnerabilities in 2020.

•

Routine Patch Tuesday events are increasing in volume making patching and remediation a difficult task. The average
number of vulnerabilities being pushed in 2020 reached almost 70 per day, with a high of 384 in a single day.
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“Secure” E2E Messaging Apps: More Than Meets the Eye
VIEWPOINT by Brian Martin
Secure messaging apps, often touted as having end-to-end

In addition to the “usual” means for gaining access to

(E2E) encryption, have become extremely popular in recent

encrypted chat, such as nation-state level access to

years. This popularity has increased even more in the last

communication networks, machines to attack cryptography,

two months, likely influenced by increased anxiety over the

as well as physical access to the phone, the other major way

power wielded by “big tech” and endorsement by

is via classic vulnerabilities. For those familiar with our

celebrated tech business leaders like Elon Musk. Some of

reports, you may appreciate that before we dive into the

the most popular apps have also seen millions of users flee

numbers, we give disclaimers first. As is often the case

their platform in favor of greener pasture for a variety of

when we’re looking at software vulnerabilities, doing a 1:1

reasons, including WhatsApp changing their privacy policy

comparison is not straightforward, because we need to

despite assurances, Signal being blocked by a government,

consider the factors that may influence these numbers.

or inner turmoil within the company. As many users flock to

These include technical implementations, age of the app,

these “secure, E2E” messaging apps, some are learning that

number of platforms it can deploy on, the user-base, and

many privacy “features” have been slightly dressed up by

the presence or lack of a bug bounty program. Here is

marketing, as key functionalities are not enabled by default,

a quick breakdown of messaging app disclosed

or can be extremely cumbersome to use.

vulnerabilities:

App

Total Disclosures

Not a Vulnerability (NAV)

Total Vulnerabilities

2020

Pre-2019

Signal

10

2

8

1

9

WhatsApp

42

2

40

16

26

Telegram

26

4

22

4

22

Facebook

9

1

8

1

8

Wire

4

0

4

3

1

Wickr Me

3

1

2

0

3

Viber

4

0

4

0

4

Messenger
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N O T A VU LN E RA B IL ITY
Before you start making assumptions about which is the most or least secure, let’s cover a few things that may influence your
perspective. First, press and claims over “hacking” these secure apps may be wildly inflated. One of the best examples can be
seen in December, when controversial company Cellebrite said they “cracked” Signal’s encryption. Signal promptly responded,
explaining that the claim was exaggerated by the news and mocking Cellebrite’s claims as “amateur hour”. The claim, according
to Signal, was false and misleadingly reported.
This illustrates why it’s important to be clear whether a disclosure is valid, represents a lower risk than advertised, has other
qualifying aspects, or is invalid. If a report is not valid, Risk Based Security labels it as “Not a Vulnerability” or NAV for short. In the
table above we point out how many of the total disclosures weren’t actually vulnerabilities to reach an accurate count while
illustrating how pervasive the NAV problem can be.

O T H E R C AV EA TS
It is also important to consider when the app was founded, since the older the app is, the more vulnerabilities are likely to have
been found. Newer apps that have a smaller install base typically have fewer disclosed vulnerabilities, just as you would expect.
The install base may not immediately seem relevant, but one hidden factor in this is that we don’t know the distribution by
platform. If 90% of users have it on a mobile device, then a bunch of vulnerabilities in the desktop client may not be as serious.
On the other hand, if the vulnerability is in a mobile client, it may be worth paying more attention to it when forming an opinion
of the potential risk.
Risk Based Security strongly encourages secure communications, even for casual chat between you and friends or family.
Helping ensure the security and privacy of your chat should be an important factor in deciding on how to communicate. While
many will “go where their friends are,” it may be more important to convince your friends and colleagues to adopt safer
technology.
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The Vulnerability QuickView report is powered by

The most comprehensive, detailed and timely source of
vulnerability intelligence and third-party library monitoring.

 DevSecOps
 Security & Vulnerability
Management
 Vendor Risk Management
 Procurement
 Governance & Management

REQUEST A DEMO
www.riskbasedsecurity.com/contact/

LEARN MORE
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Vulnerability Trends in 2020
2020 At A Glance
Figure 1: Number of vulnerabilities disclosed by Q4, in the last eight years

This section could as well be titled “The Great Catch-up”. We

there was truly a dip in vulnerabilities or was it just slower

had tracked what originally appeared to be a sharp decline

vulnerability reporting? Did COVID-19 slow the discovery

in vulnerabilities in 2020 as compared to 2019: in Q1 we

and/or the exploitation of vulnerabilities? We speculated

saw a 19.2% drop, which is incredible. However, with each

early on that the pandemic would likely influence

subsequent quarter that massive gap steadily closed, and

vulnerability disclosures and provided several ideas for how

now the 2020 vulnerability total is only 0.98% lower than

that might manifest itself. But we also went on to say that,

2019.

as business operations and routines return to normal,

The bulk of the catch-up took place by mid year when we
saw the gap drop to 8.3%, then fell to 4.6% by Q3. Looking

vulnerability disclosures would do the same. Looking at
2020, the trend suggests that this is exactly what happened.

at the current totals for 2020 we now see that gap at just

The next question is: will the 2021 vulnerability landscape

under 1%. 2020 vulnerability counts will continue to grow as

be unaffected by COVID-19? Now that 2020 vulnerability

we have explained in prior reports, and by the end of 2021

disclosures are only 0.98% behind the prior year, have we

(and probably even by the end of Q1 2021) we expect to see

fully shaken off the pandemic, or will we still see some

that 2020 has slightly increased over the prior year.

lingering effects? Perhaps those effects won’t be so direct.

This takes us back to the “why”. Why did vulnerabilities have
to “catch-up” in the first place, and what was responsible for
the sharp decline observed at the start of 2020? The
obvious answer is the COVID-19 pandemic. Even though
COVID-19 was clearly involved, there were some questions
we pondered. Did the Q1 2020 drop-off in disclosures mean

After a year of strict protocols, in some areas, and arguably
the biggest case of collective cabin fever in human history,
will we see people who receive the vaccine opt to spend
more time outside? Traveling? Spending time with family
and friends? If so, will that cause disclosures to drop? We’ll
start to see that pattern in 2021!
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“Top” Products by Confirmed Vulnerabilities
Table 1: Top ten products by vulnerability disclosures in 2020, as compared to 2019.

Name

Rank 2020

Rank 2019

Count 2020

Count 2019

Debian Linux

1

2

1055

1453

openSUSE Leap

2

1

968

1473

Ubuntu

3

3

893

1278

Windows 10

4

10+

874

620

Windows Server 2019

5

10+

801

571

Red Hat Enterprise Linux for x86_64

6

4

789

1068

Windows Server (Semi-Annual
Channel)
Windows Server 2016

7

10+

787

454

8

10+

676

467

Google Pixel / Nexus Devices

9

10+

654

542

SuSE Linux Enterprise Server (SLES)

10

5

631

1035

Welcome to everyone’s favorite game show: Which product

this year’s top ten list despite not appearing at all last year.

is the most vulnerable! As always, we must disclaim that not

This is not a surprise to the VulnDB team as we watched

all operating systems are created equal, and comparing

Microsoft’s Patch Tuesday volume grow considerably

them in this fashion may not be statistically correct. Default

throughout the year.

configurations, optional software packages, network
segregation, and other factors can mitigate or eliminate
dozens or even hundreds of vulnerabilities. So please
consider the caveats before acting on it!

The final entry is for Google Pixel / Nexus Devices, which
popped up at the #9 spot. Google Pixel / Nexus Devices did
not appear on last year’s “Top” Products chart, and with 654
vulnerabilities in 2020, it is another reminder of how

From 2019 to 2020 we saw Debian Linux jump from second

powerful our phones have become as well as how

to first place, swapping with openSUSE Leap. Ubuntu and

vulnerable they may be. Unfortunately for many, the patch

Red Hat Enterprise Linux had little to no movement. The

cycles for those devices are controlled by the carrier who

rest get more interesting. The most notable jump was in the

may be slow to patch. It is just as critical that users be

Windows family, with Windows 10, Server 2019, Server

mindful of suspicious content from unknown sources, be it

(Semi-Annual Channel), and Server 2016 all appearing in

via SMS, chat applications, and more.
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“Top” Vendors by Confirmed Vulnerabilities
Table 2: Top ten vendors by vulnerability disclosures in 2020, as compared to 2019

Name

Rank 2020

Rank 2019

Count 2020

Microsoft Corporation

1

9

1566

Count
2019
940

Oracle Corporation

2

2

1336

1515

Red Hat

3

5

1327

1407

Google

4

8

1254

1237

SUSE

5

1

1214

1688

IBM Corporation

6

4

1094

1429

Software in the Public Interest, Inc.

7

3

1056

1455

Canonical Ltd.

8

7

894

1280

Dell

9

6

746

1380

Cisco Systems

10

10

692

624

As with the top products, the “top” vendor breakdown has

For those determined to make comparisons between

similar disclaimers. Each vendor has varied product

vendors, perhaps a look at some primary Linux distribution

portfolios, acquisition histories, software development

vendors would be appropriate: Red Hat, SUSE, Software in

guidelines, install base, bug bounty programs, and more

the Public Interest (Debian), and Canonical (Ubuntu). There

differences that influence the introduction of vulnerable

is not much of a gap between Red Hat (1327) and SUSE

code. Not to mention the outside influence of researchers

(1214), but as compared to Canonical (894) there is a

who decide what software they will examine for

significant difference. Given that Red Hat is designed to be

vulnerabilities.

Enterprise software, the high vulnerability count could be a

When we examined the top ten vendors in Q3, we observed
that the same ten vendors appeared in both 2019 and 2020.
This has not changed. The most noticeable (but
unsurprising) jump was Microsoft who ranked #9 last year
but reached #1 this year. As previously mentioned, that

result of an increased number of packages installed along
with it, or simply higher researcher scrutiny. Regardless,
with these numbers, organizations need to be diligent on
patching Linux systems, especially when they are operating
in a server capacity.

change could be explained by the increasing volume of
Patch Tuesday events.
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Disclosures Over Time
Figure 2: Vulnerability disclosures each day in 2020, with top days labeled

Earlier in this report we referenced the growing Patch Tuesday events, and in prior reports we have given particular attention to
the Vulnerability Fujiwhara events. Again, these are days on which releases by Microsoft and Oracle overlap, along with up to a
dozen other vendors who often release on those days. In 2020, these events occurred on January 14, April 14 and July 14. The
chart above shows just how significant those Vulnerability Fujiwhara events can be, specifically those that occurred on April 14
and July 14. The first Fujiwhara event on January 14 ended up being far milder than we expected. However, the second and third
made up for it. The largest day for disclosures, April 14, resulted in 522 vulnerabilities in a single day. For perspective, that is only
170 vulnerabilities short of the entire year’s total for Cisco, who ranked #10 in the prior section.
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CVE in 2020

You may have noticed that CVE’s numbers have increased in

2020 alone (29% of the total) that do not have a

the last two years. Unfortunately, that increase comes with

corresponding CVE ID. If your organization relies on

a sharp decline in the quality and user value of their entries,

CVE/NVD, could you justify that gap to auditors and

with poor QA routines that even struggle to ensure

management? To make that justification even more difficult,

standard, readable entries.

an additional 686 disclosures (~3%) do have a CVE ID

But even with that increase in volume, CVE still continues to
fall further and further behind in coverage. VulnDB has
details on an incredible 6,767 vulnerabilities disclosed in

assigned, but are of no use since they are still in RESERVED
status. RESERVED status means that a CVE ID number has
been assigned, but the details required to act on the
vulnerability are NOT available.

Figure 3: Breakdown of vulnerabilities reported by CVE in 2020

68.2%

Live CVE

RESERVED

3.5%

No CVE
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Importance of Proper Vulnerability Intelligence
With 23,269 vulnerabilities disclosed in 2020, how are
organizations expected to handle this incredible volume?

Figure 4: Breakdown of actionable vulnerabilities, by availability and
ease of exploitation, disclosed in 2020

Even with a mature vulnerability intelligence program that
has moved beyond vulnerability scanning and relies more on
asset inventory data, the number may still be too much to
manage. Assuming an organization can quickly eliminate half
of the vulnerabilities using a risk-based approach, they still
face over 10,000 vulnerabilities requiring action.
For teams that focus on remediation, vulnerabilities with a
patch become important. For threat intelligence and
monitoring teams, the patch status doesn’t matter as much
so vulnerabilities that are remotely exploitable may be their
top priority. What about the managers that direct these
teams and have to make prioritization decisions? They may
place more emphasis on the availability of a public exploit.
Making those decisions in a timely fashion could be
incredibly difficult as most vulnerability intelligence
platforms don’t provide exploit status. CVE/NVD doesn’t
even have a reliable method for exploit location other than
mining NVD’s CVSS scores, which are not always accurate.
Their information is also typically “one-and-done” meaning
the availability of a patch released after the disclosure
doesn’t get included in their data. It is important to have
patch information, exploit location, and exploit availability.
With all three pieces of information, an organization can
more easily focus on the most critical vulnerabilities.

As seen in figure 4, organizations should be aware that of
the 23,269 vulnerabilities disclosed in 2020, 1,917 have a
public exploit, are remotely exploitable, and do not have a
mitigating solution. If a vital asset is affected by any of these
vulnerabilities, organizations may want to assess their risk
accordingly. However, for the 2,688 remotely exploitable
vulnerabilities that have a public exploit but do have a
mitigating solution, organizations should place a first level
priority on fixing those issues.
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In Closing
Now that we are in 2021, has the vulnerability disclosure landscape healed itself from the effects of COVID-19? The reduction of
security budgets and the sudden transition to remote working, among other factors, have contributed to a heavy disruption seen
in organizations across the world. Looking at the numbers, it would seem as if organizations have finally adapted to the new
normal. But if 2020 has taught us anything, we can never be sure what might occur sometime in the new year. We’re not out of
the woods for COVID-19 and its new variants, and companies will have to examine if transitioning back to offices is the right
choice.
On the bright side, the next disruption won’t be the Vulnerability Fujiwhara. Despite these events being solely responsible for
~7% of all vulnerabilities in 2020, the next storm won’t be until 2025. This is good news, but organizations must be wary as
regular Patch Tuesdays have reached levels comparable to some Vulnerability Fujiwhara events. As we said, you can never be
too sure about what 2021 will bring.
In a year marked by change and uncertainty, one thing has remained constant: CVE/NVD continues to fall short. In 2020, CVE
failed to report 29% of known disclosed vulnerabilities. At this time, CVE/NVD is missing over 80,000 vulnerabilities and
organizations can find details on those issues within VulnDB. Now that it appears operations have mostly normalized,
organizations that are wary of this increasing gap or struggling with current workloads may want to consider strengthening their
vulnerability management programs with proper vulnerability intelligence.

Methodology and Terms
VulnDB® is derived from a proprietary methodology and daily analysis of thousands of vulnerability sources. Unlike some
vulnerability database providers, Risk Based Security is constantly searching for and adding new sources, in addition to working
closely with customers to ensure coverage of the products they use.
VulnDB counts only distinct vulnerabilities. Products sharing the same vulnerable codebase are considered only one unique
vulnerability. We do not consider vulnerabilities that affect multiple products as unique vulnerabilities as some vulnerability
databases do, which artificially inflates their numbers. To be clear, a vulnerability in a third-party library such as OpenSSL is
treated as one vulnerability; the multiple projects using and integrating that code do not constitute additional unique
vulnerabilities, and are not included in any VulnDB counts.
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Coming soon:

Coming Soon: The Risk Based Security
The Risk Based Security Platform
Platform
Transform your information security program with truly
risk-based, asset-centric intelligence.

We are known for market-leading data breach and vulnerability intelligence,
including five star risk ratings.
Now this powerful new tool brings together that leading risk intelligence,
contextualized to your assets, with advanced new functionality, into a single,
best-in-class cyber security product.

LEARN MORE ABOUT “THE PLATFORM”
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About Risk Based Security
Risk Based Security (RBS) provides detailed information and analysis on Vulnerability Intelligence, Vendor Risk Ratings, and Data
Breaches. Our products, Cyber Risk Analytics (CRA), VulnDB and YourCISO, provide organizations access to the most
comprehensive threat intelligence knowledge bases available, including advanced search capabilities, access to raw data via API,
and email alerting to assist organizations in taking the right actions in a timely manner.
For more information, visit www.riskbasedsecurity.com or call +1 855-RBS-RISK.

About VulnDB
VulnDB is the most comprehensive and timely vulnerability intelligence available and provides actionable information about the
latest in security vulnerabilities via an easy-to-use SaaS Portal, or a RESTful API that allows easy integration into GRC tools and
ticketing systems. VulnDB allows organizations to search and be alerted on the latest vulnerabilities, both in end-user software
and the 3rd Party Libraries or dependencies
A subscription to VulnDB provides organizations with simple to understand ratings and metrics on their vendors and products,
and how each contributes to the organization’s risk-profile and cost of ownership.

REQUEST A DEMO
sales@riskbasedsecurity.com

LEARN MORE
vulndb.cyberriskanalytics.com

N O W A R RA NT Y
Risk Based Security, Inc. makes this report available on an “As-is” basis and offers no warranty as to its accuracy, completeness or
that it includes all the latest data breaches. The information contained in this report is general in nature and should not be used
to address specific security issues. Opinions and conclusions presented reflect judgment at the time of publication and are
subject to change without notice. Any use of the information contained in this report is solely at the risk of the user. Risk Based
Security, Inc. assumes no responsibility for errors, omissions, or damages resulting from the use of or reliance on the
information herein. If you have specific security concerns please contact Risk Based Security, Inc. for more detailed data loss
analysis and security consulting services.
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