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Welcome
What can we say about 2020 other than good riddance to a chaotic and surreal year. 2020 has challenged the security-minded
community quite unlike any previous year. Signals of what was to come arrived early, as illustrated by the January ransomware
event that crippled Travelex, exposing data and sending ripples of disruption throughout the banking community that relied on
their foreign currency services. Fast forward to the end of the year and news of the attack on SolarWinds Orion product lived up
to the hype of a truly terrible event striking at the very heart of security operations around the world.
Those of us who research and document breach activity faced our own set of challenges in 2020. Followers of the QuickView
Data Breach Report will already be familiar with some of these challenges: disruptions at certain governmental sources, delayed
reporting, and declining news coverage have all contributed to fewer breaches coming to public-light in 2020. However that was
only a part of the 2020 story. More complex and damaging attacks have also contributed to lengthy and complex investigations.
Perhaps no other breach illustrates this better than the attack on Blackbaud. When news broke in July that the software provider
had been the victim of a ransomware attack, early reports indicated they had dodged a bullet. The firm was able to stop the
malware before extensive damage was done to their systems. Unfortunately, attackers were able to access and exfiltrate clients’
customer data, triggering an investigation that is still, six months after the fact, generating breach notifications from an evergrowing list of impacted customers.
In keeping with our customary practice, this report examines publicly disclosed data breach events reported between January 1,
2020 and December 31, 2020. As always, it is our sincere hope that you find this report to be a valuable source of information.

Key Highlights
•

There were 3,932 publicly reported breach events at the time of this report; a 48% decline compared to 2019. As the
year matures, and 2020 breaches continue to be disclosed into 2021, it is typical for the number of reported breaches to
grow by 5% to 10%. In “normal” times that would place 2020 on par with 2015 and 2016 breach years.

•

Despite 1,923 breaches (49%) without a confirmed number of records exposed, the total number of records
compromised in 2020 exceeded 37 billion, a 141% increase compared to 2019 and by far the most records exposed in a
single year since we have been reporting on data breach activity.

•

There were 676 breaches that included ransomware as an element of the attack, a 100% increase compared to 2019.

•

Breach severity, as measured by severity score, steadily increased throughout the year, reaching an average of 5.71 in
Q4 compared to 4.75 in Q1. Severity score is a base 10 logarithmic scale, meaning that the severity of breach events
increased by a factor of 10 over the course of the year.

•

Five breaches each exposed one billion or more records and another 18 breaches exposed between 100 million and 1
billion records.

•

Healthcare was the most victimized sector this year, accounting for 12.3% of reported breaches.
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Viewpoints
F E A TUR I N G V I EW P OIN TS F R OM
Inga Goddijn
Executive Vice President,
Risk Based Security
Inga found her way to information security after working for twenty years in the
insurance industry. During her time managing a multi-million dollar portfolio of
technology and cyber insurance coverages, Inga witnessed first-hand the impact of
ineffective security program management and the financial fallout from data breach
events. At Risk Based Security, she is responsible for Cyber Risk Analytics and YourCISO.
Inga has presented at a variety of industry forums and has led many education sessions
throughout the U.S. She currently holds a CIPP/US designation.

The Cyber Risk Analytics Research Team
Risk Based Security
Since 2011, the Cyber Risk Analytics (CRA) research team has provided organizations
with the most comprehensive threat intelligence solution on the market, providing
details about the number of data breaches, records exposed, industry type, threat
vectors, and much more. The CRA research team has analyzed over 49,000 breaches
exposing 77 billion records, and currently monitors over 105,000 organizations.
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A Year of Pivots, Unknows, and Uncertain Outcomes
VIEWPOINT by Inga Goddijn
It’s cliche to describe 2020 as a “year like no other” but the truth of the statement is undeniable. Looking back on the year’s
statistics, it is equally undeniable that exceptional events have shaped breach activity. The number of publicly disclosed breaches
shrank by 48% compared to 2019 while the number of records exposed exploded, increasing by 141%. As stark as these changes
may be, several of the underlying forces driving the year’s breach experience are not all that unusual. Attackers were still willing
to pivot to maximize their returns; victim organizations continue to minimize sharing breach details; and the impact of these
events varies widely depending on organization security maturity coupled with a healthy dose of luck. Read on for our
observations on how these three themes played out in 2020.

A T TAC K ER S P IV O T
Ransomware coupled with data theft has been the leading story of 2020. Putting numbers to the trend, there were 337
confirmed ransomware events that also resulted in a data breach in 2019. That number doubled to 676 in 2020. At the same
time, the number of breaches confirmed to have exposed payment card details fell by 48%, dropping to 456 such events in 2020
compared to 881 in 2019. The research team has speculated there are a limited number of malicious actors with the skills and
perseverance to engage in the type of attacks that can result in meaningful monetary returns. It is our belief some operators that
once pursued sensitive data to sell on the black market have pivoted to more lucrative extortion schemes.

T H E UN K N OW N
It’s understandable why organizations would limit sharing breach details but holding back information makes it more difficult to
develop a complete picture of the threat landscape. In our schema, the term “Unknown” is used when the victim organization is
unable - or more often unwilling - to share information about the event. This hesitancy coupled with fewer events triggering
notification obligations has resulted in less visibility into breach events. In numbers, approximately 12.5% of breaches reported
in 2019 included an Unknown data type impacted. In 2020, that percentage increased to approximately 30%. Likewise, in 2019,
approximately 23% of events exposed an Unknown number of records. In 2020, that percentage jumped to 49%.

U NC E RT AI N OU TC OM E S
In 2020, our research team continued the process of expanding our schema to include more outage data. Overlaying that
research with our breach intelligence reinforced our observation that increasing levels of security maturity go a long way in
reducing the impact of an event, but moving the needle from damaging to distracting takes luck as well. We saw this play out
when X-Fab Foundries was hit with ransomware, disabling both manufacturing and IT systems. The attack was inadvertently well
timed for the organization, which was already planning a short term shutdown as a cost saving measure. Management opted to
bring forward the work stoppage while responding to the attack. As a result the financial impact was absorbed by already
planned downtime.
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ShinyHunters Released a Tsunami of Sensitive Data in 2020

VIEWPOINT by The Cyber Risk Analytics Research Team

In a year characterized by audacious breaches and an

signifying the impacted user base does as well. Individuals

unprecedented amount of data exposed, one threat actor

from Brazil to Singapore felt the effects of these breaches.

in particular has left an indelible mark on 2020. In the last
quarter, the person (or group) known as “ShinyHunters”
offered up a third wave of data leaks, completing a trifecta
of data dumps that ultimately exposed over 550 million
user records.

Strikingly, each of these seventeen breached databases
were significant in size, ranging from 1.1 million to 46
million user records. All of the databases contained email
addresses and some form of password or authentication
token, as well as a variety of other personally identifying
information such as names, dates of birth, and home

W H AT H AP P EN E D?

addresses.

On October 10th, 2020 the well-known threat actor
“ShinyHunters” shared a database pilfered from meal kit
delivery company Home Chef on a popular hacking forum.
In the following weeks sixteen other databases attributed to
ShinyHunters were shared on the forum. The impacted

After a flurry of activity, the last database was leaked on
November 13th, 2020. At that point ShinyHunters ceased
activity on the forum, concluding their latest and most
recent wave of compromised data.

organizations ranged from popular gaming sites like Animal

When all was done, a total of 129,406,564 sensitive user

Jam to restaurant solutions provider OrderSnapp. Beyond

records had been leaked in the span of just five weeks.

diverse industries, the victim organizations span the globe
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The Seventeen Databases Compromised by ShinyHunters:
Organization

Date Leaked

User Records

User Information

HomeChef

10/10/2020

8,717,763

Names, addresses, phone numbers, financial information, email
addresses and passwords

Minted

10/29/2020

4,418,182

Names, addresses, phone numbers, dates of birth, email
addresses and passwords

Star Tribune

10/29/2020

2,192,857

Names, addresses, dates of birth, phone numbers, usernames,
email addresses and passwords

James Delivery

11/01/2020

1,586,192

Location, email addresses and passwords

OrderSnapp

11/02/2020

1,304,585

Names, phone numbers, dates of birth, email addresses and
passwords

Mashable

11/04/2020

5.2GB file containing

Names, email addresses and OAuth tokens

undetermined
number of records
Revelo

11/08/2020

1,111,127

Names, email addresses and passwords

Animal Jam

11/10/2020

46,000,000

Names, addresses, usernames, email addresses and passwords

Lazada RedMart

11/11/2020

1,108,774

Names, addresses, phone numbers, financial information, email
addresses and passwords

Pluto TV

11/11/2020

3,225,904

Names, dates of birth, email addresses and passwords

Eatigo

11/11/2020

2,800,000

Names, phone numbers, email addresses and passwords

Peatix

11/11/2020

4,228,289

Names, locations, email addresses and passwords

Glofox

11/11/2020

2,579,834

Names, dates of birth, phone numbers, email addresses and
passwords

ShopBack

11/12/2020

21,181,609

Names, dates of birth, locations, phone numbers, financial
information, email addresses and passwords

Famm.us

11/12/2020

1,391,108

Names, usernames, dates of birth, email addresses and
passwords

GeniusU

11/12/2020

1,360,340

Names, locations, email addresses and passwords

Eskimi

11/13/2020

26,200,000

Dates of birth, locations, usernames, email addresses and
passwords

Total

129,406,564
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H I D D EN DA N G ER S
High-value databases, such as the ones exposed this past

leaves users and organizations at risk to spear phishing

fall, are often closely guarded by a small number of threat

campaigns, harassment, fraud, or direct compromise if the

actors seeking to resell the information or personally

exposed passwords are also used at work.

exploit the data through various methods. When the data is
leaked on hacking forums it reaches a much wider
audience, decreasing the black market resale value but
simultaneously increasing the risk for affected users.

To illustrate this point Risk Based Security researchers
analyzed the leaks for email addresses containing .edu,
.gov, and .mil domains as well as a list of domains from the
S&P 100 and 25 top IT/Cybersecurity companies. As recently

While the data was only recently made available, the hacks

shown with the recent hack of the US government through

themselves occurred throughout 2020. Adding to the

the technology company SolarWinds, credentials and data

confusion and risk to users is that while some organizations

related to IT/Cybersecurity companies can prove to be

reported the breaches shortly after discovering the data

highly valuable.

was stolen, other breaches were not known until the data
was leaked.

Risk Based Security found that a stunning 422,256 unique
email addresses from S&P 100 organizations were exposed

The databases might seem innocuous, such as children’s

on the dark web in October and November by

games and delivery services, but our analysis has found the

ShinyHunters, as well as 14,046 IT/Cybersecurity related

risk to be formidable. Many users provide their professional

emails and more than 150,000 government and military

or academic email addresses when registering for services,

email addresses. A full breakdown can be seen in the

and also often reuse their passwords across platforms. In

Appendix section at the end of this report.

addition to the personally identifying information, this

S&P 100 Email Addresses: 422,256

IT & Cybersecurity Email Addresses: 14,046

Total number of unique
valuable email addresses in
the exposed databases:

1,122,659
.MIL Email Addresses: 122,101

.GOV Email Addresses: 32,683
.EDU Email Addresses: 531,573
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A N EV E NT FU L YE A R: T A LL Y IN G T H E D AMAG E
A majority of these databases have been individually

W H AT IS T H E T RU E IDE N T IT Y O F
S H I NY HU N T ERS A ND W H AT ’S N E XT?

reported on by the media, but the singular reports miss the

Some cybersecurity researchers believe ShinyHunters has

bigger picture. The latest wave of data leaks caps arguably

ties to Gnosticplayers, another infamous hacker that

one of the most impactful hacking sprees by a single threat

seemed to fade away just before ShinyHunters rose to

actor in recent years.

relevance. However, ShinyHunters have directly denied it. In

ShinyHunters first rose to prominence in May 2020 by
attempting to sell a number of valuable databases on the
dark web. Dubbed “stage 1” by the threat actor, they

addition to questions around ties to other actors,
researchers are also unsure if ShinyHunters is a collective of
multiple threat actors, or one individual working alone.

promised more databases in the future. While the dark web

The recent wave of database releases crowns a year full of

marketplace listings caught the attention of the media,

database leaks. Though it does beg the question, what

ShinyHunters had already begun to leak databases on dark

hasn’t been leaked yet?

web hacking forums. From April 18, 2020 to May 22, 2020,

Some databases have been posted for sale but have not

ShinyHunters leaked 5 databases containing a total of

been openly shared yet, like Styleshare. Recent

43,026,000 user records.

ShinyHunters marketplace listings have not provided names

Keeping their promise, wave 2 unleashed an even bigger

or details, requesting serious buyers only and not providing

number of exposed credentials. In July 2020, 25 databases

specifics in order to ensure secrecy of the breach.

attributed to ShinyHunters were leaked on dark web

Considering the pattern of postings, it is likely ShinyHunters

hacking forums containing a whopping total of 386,400,530

possesses additional databases from breaches still

user records.

unknown to the public.

With the latest wave 3, it brings the total number of

ShinyHunters will inevitably return in 2021, either under the

databases shared by ShinyHunters in the span of one year

same name or an alias. All companies can do now is

to 47, exposing over 550 million users’ credentials.

prepare, secure their data, and make sure they won’t be on
next year’s list.
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•

The Data Breach QuickView report is powered by

The standard for actionable data breach intelligence,
risk ratings and supply chain monitoring.
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Data Breach Trends in 2020

Despite standing out as an unusual year, many of the trends observed in 2020 have been present for the past several years.
Malicious actors continue to drive breach activity while insider accidents in the form of data mishandling, programming errors
and misconfigurations continue to drive the number of records exposed. Digging deeper, we see use of stolen credentials
remains at the top of the list of confirmed methods of entry for hackers, and failure to implement proper database access
management as the mistake most likely to expose vast quantities of data. Read on for more information on the who, what,
when, and where of breach activity that shaped 2020.
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2020 At a Glance
Figure 1. Number of breaches reported each year for the last eight years

Figure 2: Number of records lost each year (in millions) for the last
eight years

A quick glance at the number of publicly reported breaches

after data from the attack began circulating. While this is an

and the number of records exposed highlights how unique

example where our team was able to validate the breach

2020 has been. Reiterating comments from earlier quarterly

early on, there were similar situations where the event

reports, we do not believe fewer breaches are happening.

could not be confirmed only to be validated months after

Rather, a combination of factors are impacting the breach

the fact by the compromised organization.

count. Reduced media coverage, the pivot away from
targeting personally identifiable information, and slow
reporting are collectively contributing to the 48% decline in
reported breaches.

The opposite picture emerges from the number of records
exposed. While records compromised more than doubled
from the previous year, the situation is not as atrocious as it
appears. 30.4 billion records (or 82%) of the compromised

One such example of the challenging reporting

records came from just five breaches. All five were due to

environment is found in the breach at Romwe. In February,

misconfigured databases or services and the two largest

the Cyber Risk Analytics research team identified a file

breaches (accounting for 18.2 billion of the records

containing Romwe user data trading on the dark web. The

exposed) also included a variety of logs. While this data is

incident was validated and counted in the Q1 statistics. In

sensitive, especially so for the largest breach of the year

late December, the organization filed breach reports with

which exposed user information from an adult

various state Attorneys General offices, marking the first

entertainment site, there is scant evidence the data has

public acknowledgement of the event a full ten months

been used for malicious purposes.
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Not surprisingly, “Hacking” or unauthorized access into

Figure 3: Number of breaches by breach type, reported in 2020

systems or service, accounted for the most incidents
reported in 2020 while “Web” or publication of sensitive
data online, accounted for the most number of records
exposed. Beyond the top spot, it is interesting to note
“Unknown” making an appearance in the top five breach
types. The label is used whenever the breach type
cannot be reliably identified based on the information
provided. Typically this happens when the event is
described only as a “cyber attack” or “security incident”
with little else provided. Our research team often has
strong opinions about the nature of these attacks but
absent clear statements, it is our practice to record only
what is factually known about the incident.

Figure 4: Number of records lost by breach type (in millions),
reported in 2020

Likewise, while hacking and fraud make frequent
appearances in the top five breach types exposing
records, it is surprising to see mailing errors and
computer disposal making the list for 2020. Could this
be another effect of the pandemic? There is nothing
uniquely linking these events to the global health crisis
but it is curious to see types of issues, which are usually
minimized by tightly controlled processes, appear
during such a disruptive year.

© Copyright 2021 Risk Based Security, Inc. All Rights Reserved

BETTER DATA MATTERS®

DATA BREACH QUICKVIEW REPORT

As seen throughout the year, the threat actors most likely to cause a breach are those individuals that are external to the victim
organization, accounting for 77% of the reported breaches. When it comes to the insider threat, 69% of breaches are attributable
to employee mistakes, errors, or oversights.

Figure 5: Number of breaches by attack vector, reported in 2020
Accidental (Inside): 444

Outside: 3,038
Malicious (Inside): 82

Inside: 646

Unknown (Inside): 120

Unknown: 248

Of the 82 events attributed to malicious insiders, approximately 44% involved the theft of personal information in order to
commit identity theft or other fraudulent activities. 13.5% of the events included the theft of intellectual property, ranging from
proprietary code to secret designs and formulations.
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Figure 6: Number of breaches by known confidentiality impact, reported in 2020

Yes - Confirmed: 2,434

Unknown: 3

Potential: 1,491

No breach of confidentiality: 1

The move away from theft of personal information toward a variety of encryption schemes has created more ambiguity around
whether data was confirmed to have been compromised. In prior years, events with confirmed access to sensitive data ranged
around 80% to 85% of reported breaches. This year, that percentage dropped to 62% of reported breaches. It is possible that
percentage will increase as more investigations are completed and additional data comes to light. However it will likely remain
well below the 80% mark seen in prior years.
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Figure 7: Severity distribution of breaches in 2020

Breach severity is measured on a scale from zero to 10 and is derived from a variety of factors including number of records lost,
how the incident occurred, type of data exposed and more. The first three quarters of the year saw a steady rise in severity, with
Q1 kicking off the year with an average score of 4.75. Throughout the year the average severity score by quarter has gradually
climbed higher as the data for the proceeding quarter developed. In the Q3 Data Breach Quick View Report, we predicted
average severity for Q3 would follow the same pattern and come in slightly higher in this report than was reflected in the Q3
report. That prediction turned out to be incorrect. In perhaps a glimmer of good news, the Q3 average severity score declined
from 5.56 at the time of the Q3 report to the 5.53 reflected here. We are not prepared to make a prediction about the direction
of the Q4 severity score but it is our sincere hope that it follows Q3 and comes down from the current 5.71.
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What Was Breached in 2020?
Figure 8: Data types exposed in breaches reported in 2020

Table 1: Top data types lost in breaches reported by Q4
for the past three years

Data Type

2020

2019

2018

Names

46%

30%

27%

Email

32%

62%

62%

Unknown

30%

13%

10%

Misc.

28%

22%

21%

SSN

28%

15%

14%

Passwords

26%

56%

58%

Address

23%

14%

15%

DoB

17%

10%

9%

Financial

16%

8%

8%

Medical

13%

7%

6%

Credit Cards

12%

12%

12%

Accounts

11%

9%

11%

In a shift from prior years, access credentials in the form of

Another impact of changing attack patterns is the increase

email address and password combinations no longer the

in the number of breaches with unknown or undisclosed

most compromised data types. The information remains

data types impacted. Due in large part to the “smash and

valuable to malicious actors but fewer breaches involving

grab” data theft that accompanied many of the exfiltration

these data sets came to light in 2020 compared to prior

plus encryption extortion schemes, attackers have shown

years. This could be due in part to changing priorities of

it’s not necessary to steal personal data in order to generate

attackers as well as fewer “collections” of databases being

a successful payday. Exfiltrating sensitive internal files is

released en masse.

enough - in some cases - to create sufficient pressure for
organizations to pay the extortion demand in the hopes of
preventing wide-spread release of the data.
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Who Was Breached in 2020?
Figure 9: Number of breaches by economic sector, reported in 2020

In a year that has seen unrelenting pressure placed on health care providers, it is especially disheartening to see the health care
sector as the most breach economic sector. The sector struggled with security prior to the pandemic, ranking as the second most
compromised sector in both 2019 and 2018. With that in mind it is easy to see how even a small change in targets would push
health care to the top of the list. Taking to heart the saying “never let a good crisis go to waste”, attackers understood and
capitalized on the stress the pandemic placed on the industry by setting their sights on hospitals, health care systems, and
pharmaceutical companies.
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Figure 10: The number of third party breaches added by Q4 in
the past eight years

Figure 11: The number of known third party records (in millions)
lost by Q4 in the past eight years

In our schema, a “third party breach” is an individual event,

a commensurate decline in third party breaches. Breaches

compromising one organization, that leads to the

at third parties declined by a modest 19% in 2020. The

compromise of others’ data held on that system. The most

number of records exposed also runs contrary to the larger

prominent example of this was the unfortunate breach at

trend, coming in at approximately 49% below 2019. That

Blackbaud, where attackers were able to gain access to

said, there was a slight uptick this year in the number of

hundreds of customers’ client data held by Blackbaud. By

third party breaches without a confirmed number of

contrast, the breach at SolarWinds is not captured as a

records exposed. 44% of 2020’s third party breaches failed

“third party breach.” Rather, the follow-on attacks that

to report the number of records compromised compared to

made use of the trojanized software are captured as related

37% in 2019. It is doubtful that change in undisclosed

events.

records would make up the entire shortfall but it does

While the total number of publicly disclosed data breaches

contribute to the decline.

declined significantly, that larger trend did not translate into
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Figure 12: The percentage of third party breaches that lost a
particular data type in 2020

When it comes to the types of data put at risk by
third party breaches, we see fixed data points useful
for identity theft purposes being exposed at a
higher rate in third party breaches than for all
breaches. Individual’s names, physical addresses,
financial account information, date of birth, medical
details, and Social Security numbers (or non-US
equivalent) are all more likely to be exposed in an
attack on a third party.
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Where Were Breaches Reported in 2020?
Figure 13: The number of breaches by global location, reported in 2020

Non-US: 971

US: 2,340
Unknown: 621

Are there really more breaches in the United States than other countries? It’s a challenging question to answer. There are more
public sources of information about breach events available in the US than any other country. Unlike other reporting schemes
like those found in Europe, the publication of breach notification letters and the ability to access breach reports via Freedom of
Information requests, translates to less anonymity for organizations that experience a breach of personally identifiable
information. That said, the United States is also home to many lucrative targets. The country is home to approximately 30% of
the global 2000 list of the world’s largest publicly traded companies as well as approximately 30% of the world’s wealth. For
attackers looking for sizable attack surfaces and deep pockets, the United States is a fertile hunting ground.
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In Closing
How quickly circumstances can change in the space of just one year. Looking back on 2020, it is almost surreal to see how
ordinary the year appeared to be in the first couple of months. Breach activity seemed to be on a normal pace, not substantively
different from the prior year. Ransomware was taking a nasty turn, with more actors following the example set by Maze Group in
late 2019, but there were few signs it was about to explode into a preferred method for monetizing attacks. Likewise the pace of
breach reporting was following its normal patterns, with few indications world events were about to push breach news to the
back burner.
As the year came to an end, a new normal settled in. Coverage of breach events has picked up once again but unfortunately the
changing tactics means less information about events is being disclosed. It is anyone's guess where 2021 might take us. So in lieu
of making predictions for the new year, we invite you to tune in again in April for the Q1 report where we will be summarizing
the highs and lows of all the breaches about to come.

Methodology and Terms
Risk Based Security’s research methods include automated processes coupled with traditional human research and analysis. Our
proprietary applications crawl the Internet 24x7 to capture and aggregate potential data breaches for our researchers to analyze.
In addition, the research team manually verifies news feeds, blogs, and other sources looking for new data breaches as well as
new information on previously disclosed incidents.
The database also includes information obtained through Freedom of Information Act (FOIA) requests, seeking breach
notification documentation from various state and federal agencies in the United States. The research team extends our
heartfelt thanks to the individuals and agencies that assist with fulfilling our requests for information.

Data Standards and the Use of “Unknown”
In order for any data point to be associated with a breach entry, Risk Based Security requires a high degree of confidence in the
accuracy of the information reported as well as the ability to reference a public source for the information. In short, the research
team does not guess at the facts. For this reason, the term “Unknown” is used when the item cannot be verified in accordance
with our data validation requirements. This can occur when the breached organization cannot be identified but leaked data is
confirmed to be valid or when the breached organization is unwilling or unable to provide sufficient clarity to the data point.
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About Risk Based Security
Risk Based Security (RBS) provides detailed information and analysis on Vulnerability Intelligence, Vendor Risk Ratings, and Data
Breaches. Our products, Cyber Risk Analytics (CRA), VulnDB and YourCISO, provide organizations access to the most
comprehensive threat intelligence knowledge bases available, including advanced search capabilities, access to raw data via API,
and email alerting to assist organizations in taking the right actions in a timely manner.
For more information, visit www.riskbasedsecurity.com or call +1 855-RBS-RISK.

About Cyber Risk Analytics
Cyber Risk Analytics (CRA) provides actionable threat intelligence about organizations that have experienced a data breach or
leaked credentials.
Along with our PreBreach Risk Ratings, this provides a deep dive into the metrics driving cyber exposures, as well as
understanding the digital hygiene of an organization and predicting the likelihood of a future data breach.
The integration of PreBreach ratings into security and underwriting processes, vendor management programs, and risk
management tools allows organizations to avoid costly risk assessments, while enabling businesses to act quickly and
appropriately to proactively protect its most critical information assets.

REQUEST A DEMO
sales@riskbasedsecurity.com

LEARN MORE
www.cyberriskanalytics.com

N O WA RR AN TY
Risk Based Security, Inc. makes this report available on an “As-is” basis and offers no warranty as to its accuracy, completeness or
that it includes all the latest data breaches. The information contained in this report is general in nature and should not be used
to address specific security issues. Opinions and conclusions presented reflect judgment at the time of publication and are
subject to change without notice. Any use of the information contained in this report is solely at the risk of the user. Risk Based
Security, Inc. assumes no responsibility for errors, omissions, or damages resulting from the use of or reliance on the
information herein. If you have specific security concerns please contact Risk Based Security, Inc. for more detailed data loss
analysis and security consulting services.
*Maps by freevectormaps.com and mapchart.net
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Appendix
S H I NY HU N T ERS R E LEA S ED A TS U N AM I O F D A TA IN 2 0 2 0
List of Fortune 100
Taken from:
https://www.ishares.com/us/products/239723/ishares-sp-100-etf

List of 25 IT and Cybersecurity Companies
Google
Amazon
FireEye
PaloAlto
Crypsis
Cisco
Intel
SolarWinds
IBM
Oracle
Symantec
Crowdstrike
Gigamon
Fortinet
Infoblox
Blackberry
Zimperium
McAfee
Avast
CarbonBlack
NetScout
NVIDIA
Dell
Huawei
DigitalOcean
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Full List of Leaked Breached Databases Attributed to ShinyHunters
Wave 1 (April 18, 2020 – May 22, 2020)
Name of Database Breached

Date of breach

Number of Records Exposed

Ulmon

April 22, 2020

1,300,000

SonicBids

May 15, 2020

752,000

Wishbone

May 21, 2020

40,000,000

ActionNetwork

April 18, 2020

693,000

Wishbone

May 22, 2020

8,644,214

Tokopedia

May 6, 2020

281,000

Name of Database Breached

Date of breach

Number of Records Exposed

Dave.com

July 24, 2020

7,500,000

Havenly

July 27, 2020

1,400,000

Ivoy.mx

July 27, 2020

127,432

Scentbird

July 27, 2020

154,215

Mathway

July 27, 2020

25,000,000

TrueFire

July 27, 2020

600,000

Bhinneka

July 15, 2020

Unknown

Vakinha

July 27, 2020

4,800,000

Hurb

July 23, 2020

20,000,000

YotePresto

July 16, 2020

1,444,676

Appen

July 27, 2020

5,900,000

Promo

July 27, 2020

1,375,075

Drizly

July 27, 2020

2,500,000

LiveAuctioneers

July 19, 2020

3,385,862

Indabamusic

July 27, 2020

475,936

Chatbooks

July 27, 2020

15,000,000

Wave 2 (July 15, 2020 – July 27, 2020)
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Catho

July 15, 2020

11,000,000

RewardStyle

July 16, 2020

131,381

KreditPlus

July 16, 2020

896,000

GGumim

July 27, 2020

1,300,000

ProctorU

July 27, 2020

444,000

AlpineReplay

July 16, 2020

988,374

Omaze

July 19, 2020

2,700,000

Wattpad

July 21, 2020

270,784,079

Dunzo

July 16, 2020

8,493,500

Wave 3 (October 10, 2020 – November 13, 2020)
Organization

Date Leaked

User Records

HomeChef

10/10/2020

8,717,763

Minted

10/29/2020

4,418,182

Star Tribune

10/29/2020

2,192,857

James Delivery

11/01/2020

1,586,192

OrderSnapp

11/02/2020

1,304,585

Mashable

11/04/2020

5.2GB file containing undetermined number of records

Revelo

11/08/2020

1,111,127

Animal Jam

11/10/2020

46,000,000

Lazada RedMart

11/11/2020

1,108,774

Pluto TV

11/11/2020

3,225,904

Eatigo

11/11/2020

2,800,000

Peatix

11/11/2020

4,228,289

Glofox

11/11/2020

2,579,834

ShopBack

11/12/2020

21,181,609

Famm.us

11/12/2020

1,391,108

GeniusU

11/12/2020

1,360,340
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Eskimi

11/13/2020

26,200,000

Number of Unique Valuable Email Addresses in the Exposed Databases
Organization

.EDU Email

.GOV Email

.MIL Email

S&P 100 Email

IT &

Addresses

Addresses

Addresses

Addresses

Cybersecurity
Email Addresses

HomeChef

148,800

6,410

6,120

17,120

1,750

Minted

112,015

2,350

3,600

13,895

1,263

Star Tribune

69,618

5,529

13,297

23,720

1,298

James Delivery

1,019

552

738

269

32

OrderSnapp

38,297

1,292

1,025

3,451

253

Revelo

24

57

22

34

1

Animal Jam

33,732

2,806

48,129

17,177

4,620

Lazada RedMart

8,865

520

877

3,898

396

Pluto TV

11,519

376

4,416

85,176

489

Eatigo

6,706

378

1,524

226,529

304

Peatix

19,754

1,515

1,651

5,524

1,089

Glofox

28,204

1,886

2,132

11,813

842

ShopBack

45,820

8,268

37,282

10,729

1,390

Famm.us

54

1

112

65

13

GeniusU

6,826

681

1,120

2,771

268

Eskimi

320

62

56

85

38

Total

531,573

32,683

122,101

422,256

14,046
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